Programimi i distribuar

Pjesa 4 — Komunikimi ndérmjet proceseve
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Pérmbaijtja

* Hyrje

* APl pér Protokollet e Internetit

* Pérfagésimii té dhénave té jashtme
 Komunikimi Klient-Server

* Komunikimi né grup
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Komunikimi ndérmjet proceseve -
(IPC) Inter-process communication

Interoperability

Resource Friendly Accessibility

Performance \ / Availability
L Process A /J‘ e o »{\ Process B J

/ \

Recoverability Monitorability

Reliability Scalability

Security
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Komunikimi ndérmjet proceseve

* Komunikimi ndérmjet proceseve (IPC) éshté njé
grup i ndérfageve té programimit qé i lejojné njé
programuesi té koordinojé aktivitetet né mes té
proceseve té ndryshme té programit gé mund té
punojné njékohésisht né njé sistem operativ.
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Komunikimi ndérmjet proceseve

 Shkémbimi i té dhénave béhet ndérmjet dy ose mé
shumeé proceseve/threads dhe té pavarura.

 Sistemet operative sigurojné mjedise / burime pér IPC,
té tilla si rradhét e mesazheve (queues), semaforét, dhe
memorja e ndaré (shared).

 Sistemet e shpérndara béjné té mundur pérdorimin e
kétyre objekteve / burimeve qé ofrojné ndérfage té
aplikacioneve té programuara (APl-application
programming interface) gé lejon IPC té jeté |
programuar né njé nivel mé té larté té abstraksionit.
(p.sh. Dérgimi(send) dhe té marrja(receive))
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|PC — unicast dhe multicast

* Né sistemet e shpérndara, dy ose mé shumé
procese angazhohen né IPC duke pérdorur njé
protokoll.

* Njé proces mund té jeté njé dérgues (sender) né
disa pika gjaté njé protokolli, dhe marrés (receiver)
né pikat e tjera.

* Kur komunikimi éshté prej njé procesi drejt njé
procesi tjetér té vetém, IPC éshté njé unicast, p.sh.,
komunikimi Socket. Kur komunikimi éshté prej njé
procesi drejt njé grup té proceseve, IPC éshté njé
multicast, p.sh., Publikimi (publish)
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Unicast vs Multicast

Pl Pl
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unicast multicast
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Operacionet e parashikuara né njé
API tipik

e Connect (lidhja) (sender address, receiver address),
pér komunikim connection-oriented

e Send — dérgimi ( [receiver], message)
e Receive ( [sender], message storage object)

e Disconnect - shképutja (connection identifier), pér
komunikim connection-oriented

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 8
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Komunikimi Interprocess né HTTP

Web server

e ! ®

HTIP S1: accept connection
A process rejquest S2: receive (request)
S3: send (response)
O an operation HTTP S4: disconnect
redponse C1: make connection
P C2: send (request)

data flow . :
> C3: r?celve (response)
v C4: disconnect

Web browser
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Rénditja e procesimit: C1, S1, C2, S2, S3, C3, C4, S4
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Sinkronizimi i ngjarjeve

 Komunikimi Interprocess mund té kérkojé qé té dy
proceset té sinkronizojné operacionet e tyre: njéra
ané dérgon, atéheré tjetri merr deri sa té gjitha té
dhénat jané dérguar dhe marré.

* Né meényré ideale, operacioni i dérgimit fillon para
se operacioni marrés té fillojé.

* Né praktiké, sinkronizimi kérkon mbéshtetje té
sistemit.
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Komunikimi Sinkron vs Asinkron

* Operacionet IPC mund té si%urojné sinkronizimin e
nevojshém duke pérdorur bllokimin.

. Nﬂé operacion bllokimi i léshuar nga njé proces do té
bllokojé pérpunimin apo procesimin e métejshém té
derisa operacioni té pérmbushet apo plotésohet.

* Nga ana tjetér, operacionet IPC mund té jené asinkron
ose nonblocking.

* Njé operacion asinkron i léshuar nga njé proces nuk do
te bllokojé pérpunimin e métejshém te procesit.

* Né vend té késaj, procesi éshté i liré té vazhdojé punén
dhe né ményré opcionale mund té njoftohet nga
sistemi kur operacioni éshté pérmbushur apo plotésuar.
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Diagrami | ngjarjes

Process B
Process A

response 1

request 2
p INterprocess communication

execution flow

,,,,,, process blocked response2

Event diagram for a protocol
Synchronous send and receive

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit
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Blocking, deadlock, timeouts

* Operacionet e bllokuara té |éshuara né sekuencé apo rradhitje té gabuar
mund té shkaktojné deadlocks.

* Deadlock-et duhet té shmangen. Pérndryshe, timeout mund té
pérdoren pér té zbuluar apo detektuar deadlocks.

Process 1 Process 2

receive from process 2 issued @

process 1 blocked pending data
from process 2.

received from process 1 issued
process 2 blocked pending data
from process 1.

P1 pret té dhéna nga P2; P2 pret té dhéna nga P1.

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 13
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Pérdori

mi i threads pér IPC
asinkrone

process

main thread continues with
other processing

main thread

\ new thread issues a blocking IPC operation

thread is blocked

thread is unblocked after the operation is fulfilled

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit
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Pérfagésimi i té dhénave

Té dhénat gé transmetohen né rrjet jané binare apo binary stream.

Njé sistem i komunikimit interprocess mund té sigurojé aftésiné pér té
lejuar pérfagésim té té dhénave gé do té vendosen apo imponohen né
té dhénat né radhé (row data).

Ngagé kompjuterét e ndryshém mund té kené format té ndryshém té
ma azinimitestorage) té brendshém pér té njéjtin lloj té té dhénave,
atéheré njé pérfagésim i jashtém i té dhénave mund té jeté i nevojshém
— formati standard.

Marshallimi i té dhénave éshté procesi i
* rrafshimit apo shkatérimit té njé strukture té té dhénave, dhe
* konvertimin e té dhénave pér njé pérfagésim té jashtém.

Disa skema té njohura té pérfagésimit té té dhénave té jashtme jané:
e Sun XDR (External Data Representation)
* ASN.1 (Abstract Syntax Notation One)
* XML (Extensible Markup Language)

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 15
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Shembull i njé XML file-i

XML éshté text-based markup language pér shkémbimin e té
dhénave né Web.

XML ka sintaks analoge né HTML.

Ndryshe nga HTML, XML tags tregojné se cka nénkuptojné
té dhénat (data), né vend se si shfagen ato.

Shembull:

* <message>
*  <to>you@yourAddress.com</to> <from>me@myAddress.com</from>
*  <subject>XML Is Really Cool</subject>
e <text>How many ways is XML cool? Let me count the ways... </text>

* </message>
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Pérfagsimi i té dhénave

* Marshalling éshté procesi i marrjes sé njé koleksioni
té artikujve té té dhénave dhe grumbullimi i tyre né
njé formé té pérshtatshme pér transmetimin e njé
mesazhi.

* Unmarshalling éshté procesi i cmontimit té njé
koleksioni té té dhénave né mbérritje pér té
prodhuar njé koleksion ekuivalent té artikujve té té
dhénave né burim.

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 17
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Data Marshalling / Rradhitja e té
dhénave

"This 1s a test." 12 173 115

1. flattening of structured data items
2. converting data to external (network)
representation

host A marshalling

110011 ... 10000100 ...

1. convert data to internal representation
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unmarshalling :
& 2. rebuild data structures.
"This is a test." . . :
-1.5 External to internal representation and vice versa
-3 is not required
: - if the two sides are of the same host type;
1.2 - if the two sides negotiates at connection.
host B

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit
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Protokolli

* Né njé aplikacion té shpérndaré, dy procese
performojné komunikimin interprocess né njé
protokoll té pérbashkét pér té cilin kané réné

dakord.

 Specifikimi i protokollit duhet té pérfshijé

* sekuencén e shkémbimit té té dhénave, té cilat mund te
pérshkruhen duke pérdorur kohén e diagramit té
ngjarjes.

* formatin e shkémbimit té té dhénave né ¢do hap.

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 19
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HTTP: Njé protokoll i thjeshté

* HyperText Transfer Protocol éshté protokoll pér
procesin (browser-in) pér té marré njé dokument
nga web server process-i.

* Eshté njé protokoll i kérkesés/pérgjigjes apo
request/response protocol:

* browser-i i dérgon njé kérkesé procesit té web server-it, i
cili i kthen njé pérgjigje.

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 20
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HTTP protokoll-i bazik

web server web browser

request is a message in 3 parts:

y - <command> <document adddress> <HTTP version>
- an optional header

- optional data for CGI data using post method

IeSponse response 1s a message consisting of 3 parts:

- a status Ime of the format <protocol><status code><description>
- header information, which may span several lines;

- the document itself.
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We will explore HTTP in details later this quarter.
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HTTP session i thjeshté

Script started on Tue Oct 10 21:49:28 2000
9:49pm telnet www.csc.calpoly.edu 80
Trying 129.65.241.20...

Connected to tiedye2-srv.csc.calpoly.edu.
Escape character is '*]'.

GET /“mliu/ HTTP/1.@

HTTP/1.1 200 OKe

Date: Wed, 11 Oct 2000 04:51:18 GMT

Server: Apache/1.3.9 (Unix) Apache3Serv/1.0
Last-Modified: Tue, 10 Oct 2000 16:51:54 GMT
ETag: "1dd1e-e27-39e3492a"

Accept-Ranges: bytes

Content-Length: 3623

Connection: close

Content-Type: text/html

<HTML>

<HEADS

<TITLE> Mei-Ling L. Liu's Home Page
</TITLE>

</HEAD>

<BODY bgcolor=#ffffff>

HTTP Request

HTTP response status line
HTTP response header

document content

© Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit
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Paradigmat IPC dhe implementimi

e Paradigmat e IPC niveleve té ndryshme té abstraksionit
kané evoluar, me zbatimet apo implementimet pérkatése.

level of

abstraction [PC paradigms

remote procedure/method

socket AP|

data transmission

Example TPC Tmplementations

Remote Procedure Call (RPC), Java RMI
Unix socket APT, Winsock

serial/parallel communication

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit
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The socket APl — Priza AP

* Priza APl éshté njé ndérfage e (IPC) té dhéné

fillimisht si pjesé e sistemit operativ UNIX Berkeley.

* Ajo éshté bartur né té gjitha sistemet operative
moderne, duke pérfshiré Sun Solaris dhe Windows
sistemet.

e Kjo éshté njé standard pér programimin IPC, dhe
éshté baza e ndérfages mé té sofistikuar IPC si¢
éshté remote procedure call (RPC) dhe remote
method invocation (RMI).

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit
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Modeli konceptual i prizés AP|

Process A Process B

I a socket

Logical port numbers: 1,024 -- 65,535 (21°- 1)

© Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit
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The socket API

* Njé prize API siguron njé konstrukt programues té
socket apo prizé.

* Njé proces g€ déshiron té komunikojé me njé tjetér
proces duhet té krijojé njé instance té kétij
konstrukti (socket)

e Té dy proceset pastaj pérdorin operacionet e
ofruara nga API pér té dérguar dhe marré té dhéna
(p.sh., njé mesazh)
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Datagram Socket vs. Stream
Socket

* Konstrukti i socket programimit mund té pérdoret pér
UDP (User Data?ram Protocol ) ose TCP (Transmission
Control Protoc

* Njé socket éshté njé pérgjithésim i mekanizmit té qasjes
se UNIX file-it gé ofron njé endpoint (piké e fundme)
pér komunikim.

* Njé Datagram pérbéhet nga njé datagram header, gé
pérmban IP adresat e burimit dhe destinacionit, dhe njé
zoné e té dhénave Datagram (datagram data area)

* Sockets gé pérdorin UDP pér transport jané té njohur si
datagram sockets, ndérsa ata qé perdorin TCP jané
quajtur stream sockets.
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Datagram socket

e Datagram sockets mund té mbéshtesin té dy
komunikimet connection-less dhe connection-oriented
né shtresén e aplikacionit.

* Kjo éshté késhtu, sepse edhe pse datagramet jané
dérguar apo pranuar pa nocionin e lidhjeve né shtresén
e transportit, biblioteka Runtime e socket-it APl mund
té krijojé dhe té mbajé lidhje logjike pér datagramet e
shkémbyera ndérmjet dy proceseve.
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* Biblioteka Runtime e njé APl éshté njé grup i softuerit
gé éshté i lidhur me programin gjaté ekzekutimit né
mbeéshtetje té API.

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 28
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Connection-oriented &
connectionless Datagram socket

socket i/z*f\)i socket

API runtime Process A \Edﬂ Process B API runtime
support support
i >
transport layer software ; : transport layer software
I} il

connectionless datagram socket

™ adatagram
a logical connection created and maintained
by the runtime support of the datagram
socket API

socket e = socket
API runtime Process A Process B API runtime
support support
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transport layer software transport layer software

connection-oriented datagram socket
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The Java Datagram Socket API

* Ka dy klasa né Java pér APl socket Datagramin :
* Klasa DatagramSocket pér sockets.
* Klasa DatagramPacket pér datagrams.

* Njé proces gé déshiron té dérgojé ose té marreé té
dhéna duke pérdorur kété APl duhet té krijojé instance
té nje

* Objekt DatagramSocket - njé socket
* Objekt DatagramPacket - njé datagram

 Secili socket né njé proces marrés thuhet té jeté i lidhur
né njé port UDP té makinés lokale té procesit.

2022 © Ermir Rogova. Nuk lejohet modifikimi dhe postimi né platforma pa lejen e autorit 30



Prof. Asoc. Dr. Ermir Rogova — Programimi i distribuar

Sockets

D q

agreed port

|3 . any port
smz& / \KEI socket
@”t’ message -\\-@/

client K ] server
| J————other ports (]

Internet address = 138.37.94.248 Internet address = 138.37.88.249
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The Java Datagram Socket API

* Pér ti dérguar njé datagram njé procesi tjetér, njé
proces:

 krijon njé objekt DatagramSocket (socket), dhe njé
objekt gé pérfagéson veté datagramin. Ky datagram
objekti mund té krijohet nga instanca e objektit
DatagramPacket, e cila barté njé referencé pér njé vargu
té bajtéve dhe adresén e destinacionit — ID-né e hostit

dhe numri i portit, pér té cilin socketi i marrésit éshté i
lidhur.

* |éshon njé thirrje pér metodén send né objektin
DatagramSocket, duke specifikuar njé referencé pér
objektin DatagramPacket si njé argument.
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The Java Datagram Socket API

DatagramSocket mySocket = new DatagramSocket();
// any available port number
byte[ ] byteMsg = message.getBytes( );

DatagramPacket datagram = new DatagramPacket (byteMsg,
byteMsg.length, receiverHost, receiverPort);

mySocket.send(datagram);

mySocket.close( );
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The Java Datagram Socket API

* Né procesin e pranimit (receiving process), objekti
DatagramSocket (socket) duhet té jeté gjithashtu i
instancuar dhe i lidhur né njé port lokal, numri i portit
duhet té jeté ai gé éshté specifikuar né paketén e
Datagramit té dérguesit.

e Pér té marré apo pranuar datagrame (receive
datagrams) té dérguar né socket, procesi krijon njé
objekt datagramPacket gé i adresohet njé vargu té
bajtave (array byte), dhe thérret metodén receive
(receive method) né objektin e DatagramSocket, duke
specifikuar si argument njé referencé né objektin
DatagramPacket.
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The Java Datagram Socket API

DatagramSocket mySocket = new DatagramSocket(port);
byte[ ] recMsg = new byte[MAX_LEN];

DatagramPacket datagram = new DatagramPacket(recMsg,
MAX_LEN);

mySocket.receive(datagram); // blocking and waiting

mySocket.close( );
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Strukturat e té dhénave né programet
e dérguesit dhe pranuesit

sender process receiver process

a byte array a byte array

receiver's
address

2 LLETEGRITL 0 Ol a DatagramPacket object

send
-
receive

a DatagramSocket
object

a DatagramSocket
object
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/" object reference
p data flow
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Rrjedha e programit né programet
e dérguesit dhe pranuesit

sender program .
prog receiver program

create a datagram socketand

bind itto any local port create a datagram socketand
place data in a byte array; bind itto a specific local port,
create a datagram packet, specifying create a byte array for receiving the data;
the data array and the receiver's create a datagram packet, specifying
address; the data array;
invoke the send method of the invoke the receive method of the
socketwith a reference to the socket with a reference to the

datagram packet, datagram packet,
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The Stream-Mode Socket API

* Datagram socket-i mbéshtet shkémbimin e njésive
diskrete té té dhénave.

e Stream socket APl ofron njé model té transferimit
té té dhénave bazuar né stream-mode I/0 té
sistemeve operative Unix.

* Sipas pérkufizimit, njé stream-mode socket
mbéshtet komunikim té orientuar né lidhje
(connection-oriented communication ).
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Stream-Mode Socket AP|
(connection-oriented socket API)

:| a stream-mode data socket

P1 Process

P2

write operation
< read operation

< (X X (X Y} 4

a data stream
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Stream-Mode Socket API

* Njé stream-mode socket éshté krijuar pér
shkémbimin e té dhénave ndérmjet dy proceseve té
vecanta apo specifike.

* Rrékeu i té dhénave (Data stream) shkruhet né
socket né njérin ané, dhe lexohet nga ana tjetér.

* Njé rréke i té dhénave nuk mund té pérdoret pér té
komunikuar me mé shume se njé proces.
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Stream-Mode Socket API

* Né Java, stream-mode socket API| éshté i pajisur me
dy klasa:
» ServerSocket: pér pranimin e lidhjeve (accepting

connections); ne do té thérrasim njé objekt té késaj
klase, njé socket pér lidhje (connection socket).

e Socket: pér shkémbimin e té dhénave (data exchange);
ne do té thérrasim njé objekt té késaj klase njé socket té
té dhénave(data socket).
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Stream-Mode Socket API rrijedha
e programit

connection listener (server) connection requester (client)

create a connection socket
and listen for connection
requests;
accept a connection;
creates a data socket for reading from
or writing to the socket stream;
get an input stream for reading
>to the socket;
read from the stream;
get an output stream for writing
to the socket;
write to the stream;
close the data socket;

close the connection socket.

create a data socket
and request for a connection;

get an output stream for writing
to the socket;
write to the stream;

get an input stream for reading
to the socket;

read from the stream;

close the data socket.
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Serveri (dégjuesi i lidhjes

A server uses two sockets: one for accepting connections, another for send/receive

client 1
server ]
connection _/
socket ||
[ ] < connection operation
data socket | | P
client 2 < send/receive operaton
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Pyetje???
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